3.2 [bookmark: _Toc171507236]OWASP Top 10 Checklist:


	Web Application Vulnerability Assessment – OWASP top 10	
	

	TEST PERFORMED
	PASS
	FAIL

	Broken Access Control
	✔
	-

	Cryptographic Failures
	✔
	-

	Injection
	✔
	-

	Insecure Design
	-
	✖

	Security Misconfiguration
	-
	✖

	Vulnerable and Outdated Components
	-
	✖

	Identification and Authentication Failures
	-
	✖

	Software and Data Integrity Failures
	✔
	-

	Security Logging and Monitoring Failures
	✔
	-

	Server-Side Request Forgery (SSRF)
	✔
	-


3.3 [bookmark: _Toc171507237] Web Application Test Cases:
	A1: Broken Access Control
	OWASP
	Result

	An adversary can change the password of other users  
	A1
	Pass

	Improper Access Control Implemented  
	A1
	Pass

	An adversary can access application as a high/other privileged user by using parameter / URL manipulation  
	A1
	Pass

	An adversary can carry out sensitive actions on behalf of another user  
	A1
	Pass

	Maker- Checker functionality is not properly Implemented  
	A1
	Pass

	An adversary can perform sensitive action using parameter manipulation
	A1
	Pass

	Monitor authentication attempts and alert on failures
	A1
	Pass

	Parameter is used directly to retrieve a database record  
	A1
	Pass

	Parameter is used directly to perform an operation in the system  
	A1
	Pass

	Parameter is used directly to retrieve a file system resource  
	A1
	Pass

	An adversary can override another user's records  
	A1
	Pass

	An adversary can override another user's records  
	A1
	Pass

	An application is vulnerable to Cross-origin resource sharing (CORS)  
	A1
	Pass

	Tampering JWT Token to elevate privileges   
	A1
	Pass

	Cross Site Request Forgery (CSRF)  
	A1
	Pass

	The application is vulnerable to a URL redirection flaw  
	A1
	Pass

	Insecure Direct Object Reference  
	A1
	Pass

	The application is vulnerable to a URL redirection flaw  
	A1
	Pass



	[bookmark: _heading=h.2jxsxqh]A2: Cryptographic Failures
	OWASP
	Result

	The application uses invalid SSL certificates that an adversary might exploit
	A2
	Pass

	The application uses self-signed SSL certificate
	A2
	Pass

	Application uses expired SSL Certificate
	A2
	Pass

	TLS version detection  
	A2
	Fail

	SSL certificate is vulnerable to CRIME Attack  
	A2
	Pass

	Weak ciphers used in SSL Certificate  
	A2
	Pass

	Application is vulnerable to POODLE Attack  
	A2
	Pass

	SSL / TLS Renegotiation Enabled  
	A2
	Pass

	SSL Anonymous Cipher Suites Supported  
	A2
	Pass

	Application is running on HTTP Protocol  
	A2
	Pass

	The Application stores sensitive data in clear text at Server Side  
	A2
	Pass

	The Config file is not Encrypted  
	A2
	Pass

	Password is Encrypted using Weak Algorithm  
	A2
	Pass

	Deprecated padding mechanism used  
	A2
	Pass

	Weak hash algorithms used  
	A2
	Pass

	Auto complete is enabled for sensitive fields
	A2
	Pass



	A3: Injection
	OWASP
	Result

	IMAP/SMTP Injection Attack
	A3
	Pass

	Command Injection Attack  
	A3
	Pass

	HTML Injection Attack  
	A3
	Pass

	SQL Injection Attack  
	A3
	Pass

	XML/Xpath Injection Attack  
	A3
	Pass

	LDAP Injection Attack  
	A3
	Pass

	SSI (server Side Includes) Injection Attack
	A3
	Pass

	CSV Excel Macro injection
	A3
	Pass

	Code Injection
	A3
	Pass

	Cross Site Scripting Attack
	A3
	Pass

	Response Splitting Attack/CRLF Injection Attack
	A3
	Pass

	Host header injection  
	A3
	Pass

	Improper Input validations.  
	A3
	Pass

	Reflected Cross Site Scripting Attack  
	A3
	Pass

	Server-side template injection  
	A3
	Pass

	HTTP parameter pollution
	A3
	Pass



	A4: Insecure Design
	OWASP
	Result

	An Adversary Can Upload Malicious Files on Remote Server  
	A4
	Pass

	Developer comments revealed in page source/response  
	A4
	Pass

	Server returns HTTP 403 error message (if sensitive information revealed)  
	A4
	Pass

	Server returns HTTP 500 error message (if sensitive information revealed)  
	A4
	Pass

	Sensitive information revealed in robots.txt  
	A4
	Pass

	An adversary can fingerprint the mail server version  
	A4
	Pass

	The Sensitive data is accessible by weak cache control implementation  
	A4
	Pass

	An adversary can fingerprint the web server version  
	A4
	Pass

	An adversary can harvest email ids for spamming  
	A4
	Pass

	An application disclose sensitive information  
	A4
	Pass

	An application reveals source code
	A4
	Pass

	An application send sensitive data in URL  
	A4
	Pass

	Physical Server Path Disclosure  
	A4
	Pass

	The view state is not Implemented Properly  
	A4
	Pass

	UAT Contains Sensitive Live / Production Data  
	A4
	Pass

	Improper Error/Exception Handling    
	A4
	Fail

	Rate Limiting is not implemented properly.   
	A4
	Pass

	HTTP Smuggling  
	A4
	Pass

	Password return in Login Response  
	A4
	Pass



	A5: Security Misconfiguration  
	OWASP
	Result

	Missing Secure HTTP Headers  
	A4
	Pass

	Dangerous HTTP methods are enabled on the web server  
	A4
	Pass

	Options method enabled  
	A4
	Pass

	Application Accepts Post to Get method   
	A4
	Pass

	Application is allowing blank / invalid passwords  
	A4
	Pass

	Application supports default usernames and passwords for logging in the application.  
	A4
	Pass

	WebDAV extensions enabled  
	A4
	Pass

	Default web-page present in the server  
	A4
	Pass

	An adversary can access restricted internal file by local file inclusion  
	A4
	Pass

	An adversary can execute externally hosted file by remote file inclusion  
	A4
	Pass

	The Backup or log files are present on the server  
	A4
	Pass

	An Adversary can perform phishing/Spamming Attack on users by using Email/SMS flooding  
	A4
	Pass

	An application is vulnerable to Clickjacking  
	A4
	Pass

	Session Cookie HTTP Only attribute not set  
	A4
	Fail

	Session Cookie Secure attribute not set  
	A4
	Pass

	An adversary can perform malicious activity by adding external XML Entity  
	A4
	Pass

	An Adversary can bypass server-side validation  
	A4
	Pass

	Sensitive information sent to third party websites  
	A4
	Pass

	An adversary can perform malicious activity by content spoofing  
	A4
	Pass

	Application does not force the user to change the password on first login  
	A4
	Pass

	Application accepts special characters as user input  
	A4
	Pass

	Malicious files can be uploaded and executed on the server.  
	A4
	Pass

	Application provides password hints  
	A4
	Pass

	Server-Side input validations are not in place  
	A4
	Pass



	A6: Vulnerable and Outdated Component  
	OWASP
	Result

	An Adversary can perform known exploits of vulnerable third-party components  
	A6
	Pass

	An Adversary can perform 0 exploits of vulnerable third-party components  
	A6
	Pass



	A7: Identification and Authentication Failures 
	OWASP
	Result

	Session ID Remains Constant Before and After Logging In  
	A7
	Pass

	Session Not Expired After Log-Out   
	A7
	Pass

	Session Not Invalidated After Refreshing the Browser   
	A7
	Pass

	Session Time-Out is High (or) Not Implemented  
	A7
	Pass

	Session Token being Transmitted in other Fields Apart from Cookie  
	A7
	Pass

	An adversary can Hijack User Sessions by Session Fixation  
	A7
	Pass

	Application is vulnerable to Session Hijacking Attack  
	A7
	Pass

	An Attacker can Bypass Weak Second Factor Authentication  
	A7
	Pass

	Second Factor Authentication is Not Implemented for Sensitive Actions  
	A7
	Pass

	Application is vulnerable to Back-Refresh Attack  
	A7
	Pass

	Temporary Account Lockout Feature is Not Implemented  
	A7
	Pass

	An application uses Weak Session Token  
	A7
	Pass

	Application allows Simultaneous Logins from Single User ID  
	A7
	Fail

	An Adversary can Bypass Authentication  
	A7
	Pass

	Credentials are transmitted to Server in Plain Text  
	A7
	Pass

	An application allows to access non-HTML contents without Authentication  
	A7
	Pass

	Internal Pages Accessible Without Login  
	A7
	Pass

	Application does not have log-out functionality  
	A7
	Pass

	An application generates weak password for new users  
	A7
	Pass

	Password policy is not followed
	A7
	Pass

	Forgot password token / URL does not expire after certain time  
	A7
	Pass

	Forgot password token does not invalidate after one use  
	A7
	Pass

	Forgot password link is guessable  
	A7
	Pass

	Old password accepted even after forget password  
	A7
	Pass

	Old password is not validated during ‘Change Password’ functionality  
	A7
	Pass

	password/OTP sent over Mail  
	A7
	Pass

	Login/Authentication functionality is not Implemented  
	A7
	Pass

	An application uses weak CAPTCHA  
	A7
	Pass

	CAPTCHA is not Implemented
	A7
	Pass

	Encrypted data not authenticated  
	A7
	Pass

	Salt value misconfiguration  
	A7
	Pass



	A8: Software and Data Integrity Failures   
	OWASP
	Result

	Deserialization of Untrusted Data
	A8
	Pass

	Inclusion of Web Functionality from an Untrusted Source  
	A8
	Pass

	Reliance on Cookies without Validation and Integrity Checking  
	A8
	Pass



	A9: Security Logging and Monitoring Failures   
	OWASP
	Result

	Improper log implementation  
	A9
	Pass

	Insufficient logging and monitoring  
	A9
	Pass

	Absence of Alerting and Notification Mechanisms
	A9
	Pass

	Insufficient Log Generation
	A9
	Pass



	A10: Software and Data Integrity Failures   
	OWASP
	Result

	Internal server port scanning  
	A10
	Pass

	Accessing local files or internal services   
	A10
	Pass

	Access metadata storage of cloud services and gains sensitive data  
	A10
	Pass

	An application is vulnerable to Server-Side Request Forgery (SSRF)  
	A10
	Pass



